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NOBIAOM/IEHHSA TA 3rO4A HA OBPOBKY MEPCOHA/IbHUX
AAHNX

1. Bonopgineub nepcoHanbHNX faHUX Ta chepa Aii

Lle MoBigoMneHHs Ta 3roZa Ha 06pPOOKY MepCcoHanbHUX AaHuUX (Aani - [JokyMeHT) nosicHIoE, K YOP/A
MEANLWNH (pani - KomnaHia, Mun) obpobnse nepcoHanbHi AaHi KOPUCTYBadiB Ta BifBifyBadiB BebcanTy
https://worldmedicine.ua/ (gani - Can).

JloKyMeHT nigroToBsieHo 3 ypaxyBaHHAM 3akoHy YKpaiHuv "TIpo 3axXmMcT nepcoHanbHUX gaHux" No. 2297-VI,
3akoHy YkpaiHu "Mpo iHpopmaLito" Ta iHWMNX 3aCTOCOBHMX BVMMOT 3aKOHOAABCTBA YKpaiHu y cdepi 3axmcTy
iHpopMmaLiii Ta NnepcoHaNnbHUX AaHWX.

KomMnaHis noBa)kae NpaBoO Ha NPMBAaTHICTb, 06PO6AAE NepCOHanbHI JaHi nnLle ANns BU3HAYeHUX, 3aKOHHUX i
NPO30pUX LiiJieli Ta BXXMBAE HAJIEXHMVX OPraHi3auiiH1X i TEXHIYHMX 3axo/iB be3neku.

Odic komnaHii TOB «YOPJ14 MEOVNLUVH»

Agpeca ByN. Bacuns Cryca, 35-37, Kni, YkpaiHa, 03142
TenedoH +38(044) 298 1510

EnexkTpoHHa nowTa info@worldmedicine.ua

Po6oui roanHmn [MH-MT: 09:00-18:00

Bebcant https://worldmedicine.ua/

2. KaTeropii nepcoHanbHUX AaHWNX, L0 MOXXYTb 06pobnaTuca

3anexHo Big cnocoby BukopmctaHHa CaliTy Ta B3aemMogii 3 KOMNaHiero MOXyTb 06pobnsaTmca Taki kaTeropii
nepcoHanbHUX JaHWX:

- iAeHTNdIKaUirHI faHi: iM'a, Npi3BuLLE, AaTa HAPOAXKEHHS, CTaTb - AKLLLO BOHW HajaHi KopuctyBayeM abo
HeoOXiAHi ANA PO3rnsafy 3BepPHEHHS;

- KOHTaKTHi JaHi: eneKTpoHHa agpeca, Homep TenepoHy, agpeca, KpaiHa NPOXKMBaHHS;

- npodeciriHa iHbopMaLis: nocaga, npodecis, HaNexXHiCTb A0 KaTeropii MeANnYHNX NpPaLiBHYKIB - AKLLO Lie
HeobXigHO ANs BIANOBIAI Ha 3aMUT WOAO NPOAYKLi;

- AaHi 3BepHeHHS: 3MiCT iHpOopMaLLiiHOro 3aNnTy, 3BePHEHHS, CKapru, MOBIAOMJIEHHS LLOAO AKOCTI
nNpoAyKLji, 6e3nexku NpoaykLii abo NobiUHMX peakLili;

- TexHiYHi faHi Ta gaHi 6e3neku: IP-agpeca, TN NpucTpoto, bpaysep, onepadiiHa cncrtema, gata i 4ac
BiABIAYBaHHSA, XXypHan gii Ha CaliTi;

- AaHi cookie Ta nogibHMX TexHonorin: ineHTUdikaTopwn cookie, AaHi aHaNITUKK, HaNaLWTYBaHHSA 3roAu,
JXXepeno nepexogy, nepernsHyTi CTOPiHKY;

- iHLWWI gaHi, sKi KOpMCTyBaY A0OPOBINbLHO Haja€e Yepe3 opmMu CaliTy, eNeKTPOHHY NMOLUTY abo iHLWi KaHann
KOMYHiKauji.
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3. Uini Ta npaBoBi niactaBun 06po6Kun

KomnaHis 06pobnsie nepcoHanbHi AaHi nvwe B 06cA3i, HEOBXIAHOMY A5 fOCATHEHHS BU3HaYeHUX Linen.
MpaBoBUMUK MiACTaBaMy MOXYTb ByTW 3roga cyb'ekTa NepcoHaNbHUX JaHWX, BUKOHAHHSA 3BEepPHeEHHs abo
NMpaBoYVHY, BMKOHAHHS 060B'A3KYy, mepefbadeHOro 3aKOHOM, 3aXMCT 3aKOHHWX iHTepeciB KomnaHii abo
TpeTboi 0coby, a TaKOX iHLWI NigcTaBw, NepegbaveHi 3aKOHOAABCTBOM YKpPaiHW.

- 3abe3neyeHHs PyHKLiOHYBaHHS, aAMiHICTPyBaHHS, 3aXMCTy Ta noninweHHsA CalnTy;
- 06pobka iHpopMaLiiHNX 3anNuUTiB, 3BepHEHb, CKapr, peKOMeHJaL,ii Ta iHLINX NOBiAOMIEHb KOPUCTYBaYiB;

- yNpaBAniHHS npoLlecamu WoAo iHpopmMaLiii Npo NpoAyKLito, SKOCTi NPoAyKLii, 6e3neku npoaykLi Ta
noBifOMAeHb NPO NobiuHi peakwii;

- BUKOHAaHHA BUMOT 3aKOHOZ4aBCTBa, PEryaaTOpHUX abo anpmaKOHarnﬂp,osmx 060B'A3KIB, AKLLO BOHWN
3aCTOCOBYHOTbCA,;

- 3abe3neyeHHs KOMYHiKaLii 3 KOpUcTyBavamMum, MegU4YHUMN NpaLiBHUKaMK, NapTHepPamMu Ta iHWKMU
3auikaBieHMYM ocobamu;

- aHani3 epekTmMBHOCTI CaiiTy, NOKPALLEHHS 3pYYHOCTI KOPUCTYBAHHSA Ta AKOCTI CepBICiB;

- 34iICHEHHSA MapKeTUHIoBOI abo iIHPOPMaLLiHOT KOMYHiKaLi vLe 3a HasBHOCTI Bi4NOBIAHOT NpaBoBOiI
nigcrasm Ta/abo 3roam, AKLLLO Taka 3rofja BMMaraeTbCs;

- 3aMobiraHHs LWaxpancTey, HeCaHKLiOHOBaHOMY JOCTYMY, NOPYLUEHHAM 6e3neku Ta iHWnM
HernpaBOMIpPHUM LifAM.

4. [iii 3 nepcoHa/IbHUMWN faHUMM

O6bpobka MepcoHaNbHUX JaHUX MOXe BKUaTU 36MpaHHs, PeecTpaLito, HaKoMu4eHHs, 36epiraHHs,
aflanTyBaHHS, 3MiHYy, MOHOB/EHHS, BUKOPUCTaHHS, Mepejavy, MOLUIMPEHHA Yy BuUMagkax, nepejdaveHmx
3aKOHOM abo 3rofo, 3HeOoCobneHHs, 610KyBaHHSA, BUAANEHHA abo 3HULLEHHA AaHWX, Y TOMY 4unchi i3
3acToCyBaHHAM iHGOpPMaLiHMX Ta aBTOMATU30BaHNX CUCTEM.

JocTyn [0 NepcoHaNbHUX JaHUX HAJAETbCS NMLLe YNTOBHOBAXEHVM 0Ccob6aM, SKMM TakuiA JOCTyn noTpibeH
[ANS BUKOHaHHS C1y>K60BUX abo J0roBipHmMX 060B'A3KiB.

5. Opep>KyBadi, po3nopsagHUKU Ta Nnepegava AaHnX

MepcoHanbHi faHi MOXyTb MepejaBaTUCA AuULle Yy MeXaX BifMoBiAHOI MeTu 0bpobkM Ta 3a HasABHOCTI
HanexHoi NpaBoBoi MiagcTaBu. Ofep>KyBayamMu MOXYTb ByTuU:

- YIOBHOBaXeHi CTPYKTYPHI Nigpo34inv Ta npauiBHUKK KoMnaHii;

- koMnaHii rpynu World Medicine - SKLLO Lie He0bXiAHO ANA PO3rNsajy 3BEPHEHHS, 3abe3neyveHHs
AISNbHOCTI, AKOCTi NPOAYKLi, 6e3mekn NpoayKLii abo BUKOHaHHS 3aKOHHMX 0BO0B'A3KIB;

- nocTtayanbHUKK IT, XOCTUHTY, Kibepbe3neku, TeXHIYHOI NIATPUMKIM, aHaNITUYHUX CepBICiB, €N1eKTPOHHOI
now Tt Ta CRM-cuctewm;

- NapTHepW, NiAPAAHVIKA, KOHCYIbTaHTW, ayANTOPW, OPUANYHI PagHWKN Ta iHLWI NpodeciiHi pagHNKY;

- Iep>KaBHi opraHu, Cyaun, perynaTopHi opraHn abo iHLWi ynoBHOBaXKeHi 0Cobu - KoAn Taka nepegaya
BMMara€eTbCs 3aKOHOM abo € HeObXiAHOO 15 3aXMCTY MNPaB Ta 3aKOHHWX iHTepeciB.

6. TpaHCKOpAOHHa Nepeaaya

Okpemi ogep>xyBayi abo po3NopsAAHNKA MepCoOHANbHUX AAaHUX MOXYTb 3HAaXOAUTUCS 3@ MeXaMu YKpaiHu. Y
TakoMy BuMMNajky KomnaHis 3abesnedyye HasiBHICTb MpPaBOBOI MiACTaBU AN Mepejadi, BKAKYaK4M 3rogy
cyb'ekTa nepcoHanbHUX AaHUX, HEOOXiAHICTb BUKOHAHHSA 3BepPHEHHS abo A0roBopy, BMKOHAHHS 3aKOHHMX
060B'A3KiB, 3aXMCT 3aKOHHWX iHTepeciB abo iHWi nigcTaBu, NepegbayveHi 3aKOHOAABCTBOM YKpaiHU.
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KomMnaHis TakoX MoO>e 3acTOCOBYyBaTW AOrOBIpHi, OpraHisauinHi Ta TexHiuHi 3axoAn Ans 3abe3neuyeHHs
Ha/IeXHOro piBHA 3aXUCTy AaHWX Nif Yac Takoi nepejaui.

7. Cookies, aHaniTuka Ta nofi6bHi TexHonorii

CaliT MOXe BUKOPUCTOBYBaTK cookies Ta mofibHi TexHonorii Ans 3abesneveHHs poboTu Carity, 36epexeHHs
HafawTyBaHb, MiABULLIEHHA 6e3MneKkn, BUMIPHOBaHHA BiABiLyBaHOCTI, aHaNiTUKX Ta, SKWO YBIMKHEHO,
nepcoHanisauii KOHTeHTY abo peknamu.

[lo Takmx iHCTpYMeHTiB MOXyTb Hanexatun Google Analytics, Google Tag Manager, Meta/Facebook/Instagram
Pixel abo iHWIi nogibHi cepB.icK, AKLIO BOHM BUKOPUCTOBYKOTLCA Ha CaiTi. Heo60B'A3KOBI aHaniTUYHI,
peknamMHi abo TapreTuHroBi cookies 3acTOCOBYKOTbCA Ha MiACTaBi 3roAn KOpPUCTyBaya, AKLWLO Taka 3roja
BMMaraeTbCs.

KopuctyBau moxe kepyBaTu cookies y HanalwTyBaHHAX 6Opay3epa abo 3a [OMOMOrow iHCTPYMEHTY
KepyBaHHSA 3rofoto Ha CaiTi, AKWO TakUA iIHCTPYMEHT AOCTYnHWM. BigkntoueHHs okpemumx cookies moxe
BMANHYTW Ha GyHKUiOHaNbHicTb CaiiTy.

8. CTpok 36epiraHHsa Ta 6e3neka

MepcoHanbHi AaHi 36epiratoTbCa He AOBLUE, HiX Le HeobXigHO Ans Uinen, Ana aKmx BOHW bynu 3i6paHi, abo
NPOTAroM CTPOKiB, MepeAbayeHMX 3aKOHOM, PeryasiTopHMMW BMMOramu, CTPOKamMu MO30BHOI AaBHOCTI,
BHYTPILUHIMW NpaBuaaMm LOKYMEHTOOBIry Un HalaHO 3rofoto.

JaHi MOXyTb 6yTU BuAaneHi abo 3HULLEHI Nicna 3aBepLUeHHS CTPOKY 36epiraHHsA, NPUMMHEHHS MPaBoBUX
BiAHOCWH, BiK/IKAHHSA 3roAn - AKW0 0b6pobka 34ilicHIOBanacs BUKIOYHO Ha MiACTaBi 3rogun, abo B iHLINX
BUMNajKax, nepeabayvyeHmX 3aKOHOM.

KomMnaHisi 3acToCoBY€E pO3yMHi TeXHIUHI Ta OpraHisauiriHi 3axo4n 3aXMCTy, BKIKOYAKUYM KOHTPOAb AOCTyny,
obMeXeHHs1 NpaB KOPUCTyBayiB, pe3epBHe KOMitOBaHHSHA, 3aXUCT iHPOPMaLiiHNX CMCTeM Ta iHLWi 3axogu,
CNpsAMOBaHi Ha 3anobiraHHA BWNAaAKOBIA BTPAaTi, HE3aKOHHIN 06po6Li, 3HULEHHIO, 3MiHi abo
HeCaHKLIiOHOBaHOMY AOCTYry.

9. MpaBa cy6'eKTa nepcoHasibHUX AAaHUX
BignosigHo Ao 3akoHy YkpaiHu "Mpo 3axXmcT NepcoHanbHUX AaHnX" cy6'eKT MepCcoHanbHUX AaHNX MA€E MpPaBo:

- 3HaTU Npo AxXepena 36MpaHHs, MicLLle3HaX0AXKEHHS CBOIX NEPCOHANBHUX AaHWX, MeTY iX 06p0o6KM, @ TaKoX
MicLie3HaXOAKeHHsI abo MicLie NepebyBaHHS BOMOAINbLSA Y/ PO3MOPSAAHMKA NEPCOHANBHUX JAHUX;

- OTpUMYyBaTK iHGOpPMaLLit0 NPO YMOBU HaZaHHSA AOCTYyNY A0 NepCoOHaNbHUX AaHUX, 30KpeMa Mpo TpeTix
0Cib, IKMM NnepeAatoTbCA NepcoHanbHi AaHi;

- MaTu 4oCTyn Ao CBOIX nepCcoHaNbHNX AaHNX;

- He ni3HiLe HixXk npoTsarom 30 KaneHAapHUX AHIB 3 AHSA OTPUMAaHHSA 3anuTy oTPUMaTK BiAMNOBiAb NPO Te, Un
06po6NATLCA Oro/ii NepcoHanbHi AaHi, @ TaKOX OTPUMATU 3MICT TakUX AaHUX, KPiM BUMNAAKIB,
nepesbayeHnx 3aKOHOM;

- nogaBati BMOTMBOBaHY BUMOTY i3 3anepedyeHHAM NpoTn O6pO6KI/I CBOIX NnepCcoHaNbHUX AaHNX;

- noZaBaTy BMOTUBOBAHY BMMOTY LLIOAO 3MiHM ab0 3HULLEHHS MepCOHaNbHUX AaHUX, AKLLO BOHW
06pOo6NATECA HE3aKOHHO UM € HEAOCTOBIPHUMY;

- BUMaratu 3aXmcty nepcoHajibHNX JaHUX BiZ HE3aKOHHOI O6pO6KI/I, BMMNAAKOBOI BTPaTu, 3HNLLEHHA,
MOLLKOAXKEHHSI a60 HECBOEYACHOTO HaZaHHS;

- 3BepTaTnCA 3i ckapramMu Ao YnoBHoOBaXeHoro BepxoBHoi Pagun YkpaiHu 3 npaB NoanHN abo Ao cyay;

- 3aCTOCOBYBATV 3aCO6U NPABOBOro 3aXUCTY Y Pasi NOPyLLEHHS 3aKOHOAABCTBA MPO 3aXMCT NEePCOHANbHUX
AAHNX;
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- BHOCUTU 3aCTepPeXeHHs LWo40 06MeXeHHs NpaBa Ha 06po6Ky NepcoHanbHUX AaHWX Mig Yac HajaHHS
3rogu;

- BIAKMKATL 3rofly Ha 06po6Ky NepcoHanbHUX JaHNX;
- 3HaTW MeXaHi3M aBTOMAaTU4YHOI 06PO6KIN MNEPCOHANBHUX AaHWX;

- BYTU 3aXULLEHNM Bij aBTOMaTU30BaHOIO PilLIeHHS, ike Ma€ AN HbOro/Hel NpaBoBi HaCIAKW.

10. NMopAaaoK 3BepHEHHSA Ta BiAK/INKAHHSA 3roamn

Ans peanisauii cBoix npaB abo BiAKAVKAHHA 3rogn KOPUCTYBauy MOXe 3BepHyTuca Ao KomnaHii 3a
KOHTaKTHUMW AaHVMW, HaBeAeHVMN Y LibOMY JIOKYMEeHTI. 3anuT Mae MiCTUTK AOCTaTHIO iHQopMaLito A1s
ieHTUdiKaLil 3asBHMKA Ta CyTi 3BepHEeHHS. FAKLL0 3BepHEeHHs MOAAE MpPeACTaBHUK, MOXe BMMaratucs
[LOKYMEHT, Lo NiATBEPAXYE NOBHOBAXEHHSA NpeAcTaBHMKa.

BigKNMKaHHS 3roAn He BMJIMBAE Ha 3aKOHHICTb OBPOOKW, 34iiCHEHOI A0 MOMEHTY BiAKAMKAHHSA. AKLLO
06pobKa MEeBHUX AaHVX € HEObXiAHOK AN BUKOHAHHS 3aKOHHOro O60B'A3Ky abo 3axXMUCTy 3aKOHHUX
iHTepeciB, KoMnaHis MoXxe NpPoAOBXUTY Taky 06pobKy y Mexax, A03BOJeHNX 3aKOHOM.

SAKLWO KOpPUCTYBaY BIiAKNMKAE 3rofy Ha HeobOB'A3KOBi cookies abo aHaniTuky, BiH/BOHa MOXe 3MiHUTW
HanawTyBaHHSA cookie Ha CalTi abo y cBoemy bpaysepi.

11. MiaTBEepA)KEHHSA 3roaun

Hapatoun nepcoHanbHi gaHi yepes ¢opmu CainTy, HaACUNAOUM 3BEPHEHHS Ha eNeKTPOHHY agpecy KomnaHii,
obuparun BIAMOBIAHI HanawTyBaHHSA cookie abo BUKOHYKOUM iHLWY YiTKy MigTBepAXyBanbHYy Aito,
KOPUCTYBa4y MiATBEPAXYE, O O3HANOMUBCA 3 UMM [JJOKYMEHTOM, PO3yMi€ CKnaj i 3MiCT nepcoHanbHUX
JaHWX, Ui Ta npaBoBi MiACTaBU X 06PO6KM, MOXIMBUX OfEP>XyBaudiB AaHWX, YMOBW TPAHCKOPAOHHOI
nepegadi, CTPOKM 36epiraHHs, NOPAAOK BiAKNMKAHHS 3roun Ta CBOi Npasa.

KopuctyBay Hagae f06POBiNIbHY, KOHKPETHY, iIHPOpMOBaHy Ta CBiZOMY 3rody Ha 0BpobKy nmepcoHanbHUX
JaHNX y MexXax, HeobXigHMX Ans BIANOBIAHMX Linel, SKLLLO Taka 3rojja € MpaBoBOO NiCTaBoOK 06po6KN.
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PERSONAL DATA PROCESSING NOTICE AND CONSENT

1. Personal data controller and scope

This Personal Data Processing Notice and Consent (the Document) explains how WORLD MEDICINE (the
Company, we) processes personal data of users and visitors of the website https://worldmedicine.ua/ (the
Website).

The Document has been prepared with reference to the Law of Ukraine "On Personal Data Protection" No.
2297-V], the Law of Ukraine "On Information" and other applicable requirements of Ukrainian legislation on
information and personal data protection.

The Company respects privacy rights, processes personal data only for specified, lawful and transparent
purposes, and applies appropriate organisational and technical security measures.

Company office «WORLD MEDICINE» LLC

Address 35-37 Vasylya Stusa Street, Kyiv, Ukraine, 03142
Phone +38(044) 298 15 10

Email info@worldmedicine.ua

Working hours Mon-Fri: 09:00-18:00

Website https://worldmedicine.ua/

2. Categories of personal data that may be processed

Depending on how the Website is used and how the user interacts with the Company, the following
categories of personal data may be processed:

- identification data: name, surname, date of birth and gender, if provided by the user or required for
handling a request;

- contact details: email address, telephone number, address and country of residence;

- professional information: job title, profession or healthcare professional status, where necessary to
respond to a product-related inquiry;

- request data: the content of information requests, inquiries, complaints, recommendations, product
quality reports, product safety reports or adverse event reports;

- technical and security data: IP address, device type, browser, operating system, date and time of visit, and
Website activity logs;

- cookie and similar technology data: cookie identifiers, analytics data, consent settings, referral source and
viewed pages;

- other data that the user voluntarily provides through Website forms, email or other communication
channels.

3. Purposes and legal grounds for processing

The Company processes personal data only to the extent necessary for defined purposes. Legal grounds may
include the consent of the personal data subject, performance of a request or transaction, compliance with
an obligation provided by law, protection of the legitimate interests of the Company or a third party, and
other grounds permitted by Ukrainian law.
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- operating, administering, protecting and improving the Website;
- handling information requests, inquiries, complaints, recommendations and other user communications;

- managing processes related to product information, product quality, product safety and adverse event
reporting;

- complying with legal, regulatory or pharmacovigilance obligations, where applicable;
- communicating with users, healthcare professionals, partners and other stakeholders;
- analysing Website performance and improving user experience and service quality;

- carrying out marketing or informational communications only where there is a relevant legal basis and/or
consent, if consent is required;

- preventing fraud, unauthorised access, security incidents and other unlawful activities.

4. Personal data processing operations

Personal data processing may include collection, registration, accumulation, storage, adaptation, alteration,
renewal, use, transfer, disclosure where permitted by law or consent, depersonalisation, blocking, deletion or
destruction of data, including by means of information and automated systems.

Access to personal data is granted only to authorised persons who need such access to perform their
employment, official or contractual duties.

5. Recipients, processors and data transfers

Personal data may be transferred only within the relevant processing purpose and where there is an
appropriate legal basis. Recipients may include:

- authorised departments and employees of the Company;

- World Medicine group companies, where necessary to handle a request, maintain business operations,
ensure product quality, ensure product safety or comply with legal obligations;

- providers of IT, hosting, cybersecurity, technical support, analytics, email and CRM services;
- partners, contractors, consultants, auditors, legal advisers and other professional advisers;

- public authorities, courts, regulators or other authorised persons where such transfer is required by law
or necessary to protect rights and legitimate interests.

6. Cross-border transfer

Certain recipients or processors of personal data may be located outside Ukraine. In such cases, the
Company ensures that there is a legal ground for the transfer, including the consent of the personal data
subject, the need to perform a request or contract, compliance with legal obligations, protection of legitimate
interests or other grounds permitted by Ukrainian legislation.

The Company may also apply contractual, organisational and technical measures to ensure an appropriate
level of data protection during such transfer.

7. Cookies, analytics and similar technologies

The Website may use cookies and similar technologies to enable Website functionality, remember
preferences, improve security, measure visits, perform analytics and, if enabled, personalise content or
advertising.

Such tools may include Google Analytics, Google Tag Manager, Meta/Facebook/Instagram Pixel or other
similar services if they are used on the Website. Non-essential analytics, advertising or targeting cookies are
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used based on the user's consent where such consent is required.

The user may manage cookies through browser settings or through the consent management tool on the
Website, if such tool is available. Disabling certain cookies may affect Website functionality.

8. Retention and security

Personal data is retained no longer than necessary for the purposes for which it was collected, or for periods
required by law, regulatory requirements, limitation periods, internal document retention rules or the
consent provided.

Data may be deleted or destroyed after expiry of the retention period, termination of legal relations,
withdrawal of consent where processing was based solely on consent, or in other cases provided by law.

The Company applies reasonable technical and organisational safeguards, including access controls,
role-based restrictions, backups, information system protection and other measures aimed at preventing
accidental loss, unlawful processing, destruction, alteration or unauthorised access.

9. Rights of the personal data subject
Under the Law of Ukraine "On Personal Data Protection", a personal data subject has the right to:

- know the sources of collection, location of their personal data, purpose of processing, and the location or
place of residence/stay of the personal data owner or manager;

- receive information about the conditions for granting access to personal data, including information
about third parties to whom personal data is transferred;

- access their personal data;

- receive, no later than within 30 calendar days from the date of receipt of the request, a response as to
whether their personal data is processed, and receive the content of such data, except where otherwise
provided by law;

- submit a reasoned objection to the processing of their personal data;

- submit a reasoned request for modification or destruction of personal data if such data is processed
unlawfully or is inaccurate;

- protect their personal data against unlawful processing, accidental loss, destruction, damage or untimely
provision;

- lodge complaints with the Ukrainian Parliament Commissioner for Human Rights or with a court;

- use legal remedies in case of violation of personal data protection legislation;

- make reservations regarding restrictions on the right to process personal data when giving consent;
- withdraw consent to the processing of personal data;

- know the mechanism of automatic personal data processing;

- be protected from an automated decision that has legal consequences for them.

10. Requests and withdrawal of consent

To exercise their rights or withdraw consent, the user may contact the Company using the contact details
provided in this Document. The request should contain sufficient information to identify the applicant and
the substance of the request. If a request is submitted by a representative, proof of authority may be
required.

Withdrawal of consent does not affect the lawfulness of processing performed before the withdrawal. Where
processing of certain data is necessary to comply with a legal obligation or to protect legitimate interests, the
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Company may continue such processing to the extent permitted by law.

If the user withdraws consent for non-essential cookies or analytics, the user may change the cookie settings
on the Website or in their browser.

11. Confirmation of consent

By providing personal data through Website forms, sending an inquiry to the Company's email address,
selecting the relevant cookie settings or performing another clear affirmative action, the user confirms that
they have read this Document and understand the categories and content of personal data, the purposes
and legal grounds for processing, possible recipients of data, cross-border transfer conditions, retention
periods, withdrawal procedure and their rights.

The user gives voluntary, specific, informed and conscious consent to the processing of personal data within
the scope necessary for the relevant purposes where such consent is the legal basis for processing.
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